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BACKGROUND OF RESEARCH
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Online Social Networks
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User experience on OSNs

ÅSharing

ï²ǊƛǘƛƴƎǎ όŦŜŜƭƛƴƎǎΣ ƻǇƛƴƛƻƴǎΣ ǇǊŜŦŜǊŜƴŎŜǎΧύ

ïPhotos / videos

ïLinks

ï!ƭǎƻΣ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴΧ

ÅCommunicating

ïIn public

ïIn private
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What is privacy? 

ωData protection relates to data quality & securing 
personal dataSecurity

ωWe should carefully reveal information since 
information on the web is virtually permanent

Image & reputation 
control

ωRevealing and spreading information on the web 
ƛǎ ƻǳǘ ƻŦ ƻƴŜΩǎ ŎƻƴǘǊƻƭUnwanted disclosure

ωHow to make sure information is accurate, where 
accuracy is neededEquity in decisions

ω! ŎǊƛƳƛƴŀƭ Ŏŀƴ ŀōǳǎŜ ƻƴŜΩǎ ǊŜǇǳǘŀǘƛƻƴΣ ŘŜǎǘǊƻȅ 
that reputation by faking identityFraud

12ER 2011 - Doctoral Consortium (Wenning, 2010)

the claim of individuals, groups, or 
institutions to determine for 
themselves when, how, and to what 
extent information about them is 
communicated to others

(Westin, 1967)



Privacy on OSNs

ÅVague idea

ïOSNs are designed to reveal personal information

ïtŜƻǇƭŜ ŘƻƴΩǘ ŎŀǊŜ

ÅImmature conceptualization in current 
research

ïOSN inherent modeling approach is rare

ïDiscusses service adoption rather than diverse 
user behavior
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Motivations

ωcurrent models of online 
privacy do not explain OSN 
inherent phenomenon

Understanding 
core issues of 

privacy on OSNs

ωconventional theories that 
used to be applied in face-to-
face context can be tested in 
a newer environment of OSNs

Testing 
conventional 

theories of privacy 
for OSN context
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Objectives

ωcreating a causal model for understanding 
user perception and behaviors in the 
context of managing OSN privacy

Model 
creation

ωanalyzing and adopting theories, previous 
models, and salient constructs to the 
model of OSN privacy

Theory 
adoption

ωstatistically testing an identified model 
against the targeted population

Model 
testing
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THEORETICAL BACKGROUND
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Theoretical background

ÅTheory of reasoned 
action (Fishbein& 
Ajzen, 1975, 1980)

ïexplicates a mechanism 
of human decision-
making, i.e., a causal link 
ŎƻƴǎǘƛǘǳǘƛƴƎΣ άŀ ǇŜǊǎƻƴΩǎ 
salient beliefs and 
evaluations Ą attitude 
toward a behavior Ą
ōŜƘŀǾƛƻǊŀƭ ƛƴǘŜƴǘƛƻƴǎΦέ 
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Existing studies using implicit theory 
structure

Study Salient constructs

Malhotraet. 
al., 2004

Internet users' information privacy concerns Ą (trust Ą risk) Ą BI

Dinev& Hart, 
2004

(Vulnerability / ability to control) Ąprivacy concerns 

Casaloet. al.,
2007

(Usability / security / reputation) Ą consumer trust Ą

commitment

Kim, et. al., 
2008

(Trust Ą risk / benefit) Ą BI Ą purchase

Bandyopadhy
ay, 2009

(Internet literacy / social awareness Ą vulnerability / ability to 

control) Ą online privacy concern
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Existing studies using explicit theory 
structure

Study Base theories Salient constructs

Lallmahamood, 
2007

Technology Acceptance 

Model

perceived security and privacy  Ą (perceived 

usefulness / perceived ease of use Ą Intention to use 

internet banking)

Yu &Wu, 2007 Theory of Reasoned Action (Subjective norm / attitudes toward internet 

shopping) Ą

Intention to shop on internet

Son & Kim, 2008 Theory of Reasoned Action IP concern / perceived justice / social benefits from 

complaining / information privacy-protective 

responses

Nov & Wattal,
2009

Theory of Reasoned Action (Internet privacy concerns  / community norm / 

trust) Ą community privacy concern Ą content 

sharing

Chai, et. al., 2009 Protection Motivation Theory (information privacy self-ŜŦŬŎŀŎȅ ĄǳǎŜǊǎΩ ǇŜǊŎŜƛǾŜŘ 

importance of information privacy / information 

privacy anxiety) ĄIP protection behavior

Shin, 2010 Theory of Reasoned Action security, trust, and privacy concerns  Ą attitude  Ą

BI
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Privacy in research

ωfour states of privacy: solitude, intimacy, anonymity, and reserve

ωfour functions of privacy: personal autonomy, emotional 
release, self-evaluation, and limited and protected 
communication

Westin

ωcontrol of incoming and outgoing information for the purpose of 
desired amount of interaction 

ωcombinatory situations of desired privacy and achieved privacy

ωbidirectional, involving inputs from others and outputs to others
Altman

ωhow individuals regulate revealing and concealing information in 
communication

ωindividuals develop rules to help them maximize the benefits 
while minimizing the risks of disclosure

Petronio
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Other salient research constructs

ÅPerceived threat
ïOn OSNs, ǳǎŜǊΩǎ ǇǊƛǾŀŎȅ ƛǎ ǳƴŘŜǊƳƛƴŜŘ ōȅ ǘƘǊŜŜ ǇǊƛƴŎƛǇŀƭ 

factors: (Jones & Soltren, 2005)
Åusers disclose too much, 
Åvendors do not take adequate steps to protect user privacy, and 
Åthird parties are actively seeking out end-user information, potentially 

in connection with criminal activities

ÅIPC (Concerns of information privacy)
ïconcerns from e-commerce-like context, such as issues about 

managing personally identifiable information , in general

ÅCPC (Concerns of communication privacy)
ïconcerns from issues relating user communication with other 

users within their social network
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Basic idea
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Concerns of 
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on Privacy
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achieve desired 
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threats to 
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METHODOLOGICAL BACKGROUND

ER 2011 - Doctoral Consortium 23



Structural Equation Modeling (SEM) -
Overview

ÅSEM is a multivariate statistical method aimed at 
examining the underlying relationships, or 
structure, among variables in a model
ÅWhy SEM?
ïReflect realistic analysis
ïControl for error variable
ïFlexible
ïAdvanced treatment of incomplete data

ÅAnalytical methods
ïTwo-step
ïFour-step
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SEM ςNotation & keywords

Exogenous 
variable Variables that do not have connections 

to any antecedent variable within the 
specified model, i.e., independent 
variable

Endogenous 
variable Variables whose antecedent variables 

are specified in the causal model, i.e., 
dependent variable

Latent 
variable Research construct that a researcher is 

interested in testing, concurrently 
measured from a group of observed 
variables, i.e., factor

Observed 
variable A variable that is directly observable 

ǳǎƛƴƎ ǊŜǎŜŀǊŎƘŜǊΩǎ ƳŜŀǎǳǊŜƳŜƴǘ 
instruments

ER 2011 - Doctoral Consortium 25



Procedure

ÅGoogleDocs& Surveymonkey
to implement survey and 
collect data

Å Applicants will be solicited 
through a link to our survey,
ïDBworldand AISworldmailing 

lists
ïDFSciand ADFSL mailing lists, 
ïSEMNET mailing list, &
ïSurveymonkeyAudience 

service can be bought for 
$3/complete response

ÅWe will begin analysis when 
minimum 200 sample size is 
achieved
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develop a model based on theories

select measures for variables and collect data

analyze the model (using SPSS & AMOS)

evaluate the model fit

redesign the model, guided by hypotheses

Not satisfactory

Satisfactory



Research questions and hypotheses

RQ1: Is the model a good fit to collected data?
RQ2: What are the significant relationships among variables within 
the model?

H1: Threats have positive influence on the IPC and CPC.
a. Threats have positive influence on IPC.
b. Threats have positive influence on CPC.

H2: Both IPC and CPC have positive influence on BI.
a. IPC has a positive influence on BI.
b. CPC has a positive influence on BI.

H3: Threats have transitive influence on BI.
a. For each second order construct of Threats, 

user score of each second order construct of BI are different.
RQ3: Which nested model provides the best fit to the data?
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ANALYSIS PLAN
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Overview
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Concerns of 
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Privacy

Concerns of 

Communication 
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Perceived threat 

from cybercrime

Perceived threat 

from providing 
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vendor

Perceived threat 
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information in 

public

Control input for 

high interaction

Control input for 

low interaction

Control output for 

high interaction

Control output for 

low interaction

Perceived threat

Measurement model

CPC

Measurement model

Privacy management

Measurement model
Structural model

IPC

Measurement model

H1a
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Behavioral 

intention to 
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IPC

CPC

C_Threats

V_Threats

P_Threats

CIHI

CILI

COHI

COLI

Perceived threat Measurement model

CPC

Measurement model

Privacy management Measurement modelStructural model

IPC

Measurement model

H1a

H1b

H2a

H2b
H3

BI

Threats

Age / Gender / Education

Experience length of OSN

Privacy related past experience

Exposure to privacy related 

information

Covariates



Measurement model - Threats
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C_Threats
V_Threats

P_Threats

Threats

CT1 CT2 CT3 CT4

ec1 ec2 ec3 ec4

VT1 VT2 VT3 VT4

ev1 ev2 ev3 ev4

PT1 PT2

ep1 ep2

Variable Measurement Item

CT1 I understand that my privacy on the OSN that I use can 

be threatened by hacking the server systems of my service 

provider

CT2 I understand that my privacy on the social media that I 

use can be threatened by trojan horses and spywares

CT3 I understand that my privacy on the social media that I 

use can be threatened by computer viruses

CT4 I understand that my privacy on the social media that I 

use can be threatened by phishing attacks

VT1 I understand that my privacy on OSN that I use can be 

threatened because records of transactions could be sold to 

third parties

VT2 I understand that my privacy on OSN that I use can be 

threatened because personal information submitted could 

be misused

VT3 I understand that my privacy on OSN that I use can be 

threatened because personal information could be made 

available to unknown individuals or companies without my 

personal information could be made available to 

government agencies

VT4 I understand that my privacy on OSN that I use can be 

threatened because personal information could be 

inappropriately used

PT1 I understand that my privacy on OSN that I use can be 

threatened by making my personal profile visible to others

PT2 I understand that my privacy on OSN that I use can be 

threatened by entities scanning my personal information 

for commercial use

Variable Measurement Item

CT1 I understand that my privacy on the 

OSN that I use can be threatened by 

hacking the server systems of my service 

provider

CT2 I understand that my privacy on the 

social media that I use can be 

threatened by trojan horses and 

spywares

CT3 I understand that my privacy on the 

social media that I use can be 

threatened by computer viruses

CT4 I understand that my privacy on the 

social media that I use can be 

threatened by phishing attacks

Variable Measurement Item

VT1 I understand that my privacy on OSN 

that I use can be threatened because 

records of transactions could be sold to 

third parties

VT2 I understand that my privacy on OSN 

that I use can be threatened because 

personal information submitted could be 

misused

VT3 I understand that my privacy on OSN 

that I use can be threatened because 

personal information could be made 

available to unknown individuals or 

companies without my personal 

information could be made available to 

government agencies

VT4 I understand that my privacy on OSN 

that I use can be threatened because 

personal information could be 

inappropriately used

Variable Measurement Item

PT1 I understand that my privacy on OSN 

that I use can be threatened by making 

my personal profile visible to others

PT2 I understand that my privacy on OSN 

that I use can be threatened by entities 

scanning my personal information for 

commercial use


